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NEW ROBUST WATERMARKING SCHEME FOR VIDEO
COPYRIGHT PROTECTION IN THE SPATIAL DOMAIN

Radu Ovidiu PREDA', Nicolae VIZIREANU?

Aceasta lucrare propune o schemd nouda de watermarking video pentru
protectia drepturilor de autor. Watermark-urile folosite sunt imagini binare si sunt
inserate prin cuantizare in blocuri de luminanta. Fiecare bit al watermark-ului este
imprastiat intr-un bloc de pixeli prin intermediul unei chei secrete. Imaginea si
watermark-ul original nu sunt necesare pentru decodare. Am testat rezistenta
algoritmului la 7 tipuri de atacuri diferite si am imbunatdtit Rata Erorii de Bit la
decodare prin folosirea codurilor corectoare de erori §i prin inserarea cu
redundantd spatiald §i temporald. Rezultatele experimentale demonstreazd ca
watermark-ul inserat este invizibil si rezistent la atacuri.

This paper proposes a new digital watermarking scheme for video copyright
protection. The watermarks used are binary images and are embedded in blocks of
luminance pixels by quantization. Every bit of the watermark is spread over a block
of pixels with the use of a key. The original image and watermark are not needed for
watermark extraction. We have tested the resilience of the algorithm against 7
different attacks and improved the decoding BER by using error correction codes
and spatial and temporal redundancy. Experimental results show that the embedded
watermark is invisible and robust to attacks.

Keywords: digital video watermarking, copyright protection, spread spectrum
watermarking, resilience to attacks

1. Introduction

The explosive growth of Internet and communication networks has led to
the tremendous use of multimedia data like image, audio and video. Furthermore,
due to the availability of tools to manipulate digital multimedia especially digital
images, tampering of such data has become very easy. In this context, it is
important to ensure the integrity and protection against unauthorized duplication
of images and videos. A common technique is digital watermarking, a process by
which a user-specified signal (watermark) is hidden or embedded into another
signal (cover data), for example digital content such as electronic documents,
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images, sounds and video. There is urgent demand for techniques to protect the
original digital data and to prevent unauthorized duplication or tampering.

The important requirements of such watermarks are imperceptibility,
robustness and security. Watermark imperceptibility means that the watermark
should be hidden in the cover image in such a way that it cannot be seen.
Robustness of a watermark is the ability to extract the watermark correctly even if
intentional or unintentional attacks are made on the watermarked image. To
ensure security, only the authorized user should be allowed to embed and extract
the watermark. This could be achieved by employing a cryptographic key while
embedding.

The application that attracts the most attention is copyright protection. In
this context, a watermark is permanently embedded in the work to identify its
original owner. In order to be efficient, the embedded mark has to be robust, that
is, it has to be detectable as long as the host carries its information, hence, the
name of robust watermarking.

The most important issues in video watermarking are the invisibility of the
watermark and the resilience of watermarking to attacks. A lot of watermarking
methods have been proposed to improve both of these aspects. Extensive surveys
dealing with video watermarking applications, attacks and methodologies can be
found in [1].

Procedures that can recover the hidden mark without the use of the
original unmarked data are defined as blind decoding. Some of these blind
techniques require access to a reference key to extract the mark. These are called
private. The algorithms are called half-public if a part of the secret key is made
public. Other techniques, on the other hand, do not require the unmarked data, nor
do they need a key for decoding purposes. They are called public because
everyone is allowed to access the watermarked data. The algorithm proposed in
this paper is half-private.

Digital watermarking algorithms can generally be grouped into three main
categories: spatial domain methods [2-7] transform domain methods [8-10] and
compressed domain methods [11-13]. Spatial domain methods insert the
watermark information in the luminance and/or chrominance values of the pixels.
Transform domain methods use the Discrete Cosine Transform (DCT) [9],
Discrete Fourier Transform (DFT) [5] or the Wavelet domain [8], [10] for
watermark embedding. Watermarking schemes performed in the compressed
domain include those for MPEG 1-4 [11-12] and H.26x [13] compressed videos.
Such methods usually embed the watermark directly into the VLC (Variable
Length Coding) code by modifying the transform domain coefficients [12], [13]
or the motion vector information [11].

Watermarking algorithms that embed the watermark in the spatial domain
have a relative low arithmetical complexity and are fast, but sometimes not robust
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enough against specific attacks. In comparison transform domain watermarking
techniques are more computationally expensive, but are sometimes more robust to
some attacks. Compressed domain methods are fast, robust, but are bound to the
compression standard. Any transcoding to a different standard would destroy the
watermark.

In this paper, we propose a new approach to spatial domain watermarking
for uncompressed videos, robust against most spatial, temporal and compression
attacks. The watermark detection process does not require the original video or
the original watermark.

The paper is organized as follows: Section 2 introduces our video
watermarking method, in section 3 we present the experimental results and section
4 concludes the paper.

2. Watermark embedding and extraction

Our watermarking scheme embeds the watermark into the luminance
values of the pixels, thus first does a conversion of the RGB (Red Green Blue)
color space into the YC,C, (Luminance-Chrominance) color space is done:

Y=0.257R+0.504G +0.098B +16

C, =-0.148R—-0.291G +0.4398 +128 @8
C =0.439R+0.368G-0.0718+128

After embedding, the video is converted back to the RGB format using

Equation 2:
R=1.164(Y —16)+1.596(C, —128)
G=1.164(Y -16)-0.813(C, —128)-0.391(C, —128) )
B=1.164(Y —16)+2.018(C, —128)

To improve the resilience of the algorithm against different attacks we use
three protection mechanics: error correction codes, redundant spatial embedding
of one watermark bit into every block of /x/ luminance pixels and redundant
temporal embedding of the same watermark in every group of k frames.

The inserted watermark is a binary image of resolution 4 xv depending on
the size of the original video, the number of redundant frames and the error
correction code used.

The algorithm uses a secret key K of 80 bits, 16 for the size of the
watermark and 64 bits as seed for the pseudo-random number generator used to
produce the code sequence S. The pseudo-random binary sequence S is used to
spread the power spectrum of the watermark data, thus, increasing its robustness
against attacks.

The watermark embedding process, illustrated in Fig. 1, is described in the
following steps:
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a) The original video is partitioned into groups of k frames.

b) Every frame of the group is converted to the YC,C; format as in Equation 1.

c) The binary image matrix is transformed into a binary row vector w of size
P=hxv,

d) To protect the watermark against bit errors, a cyclic error correction code (m,n)
with codeword length of m bits and dataword length of # bits is applied to the
vector w. The size of the resulting watermark vector w, is:

p=p" 3)
n

e) The binary sequence w, is partitioned into a number of %sequences w.(j) of

1€

size P'%, where j=1,—. The dimensions # and v of the watermark are

chosen so that P'% is an integer. The same sequence w,(j) will be inserted

into every frame of a group j of £ frames.
f) The size / of a square bloc of /x/ luminance values is calculated to embed a

bit of the watermark:
[ e W
Pk

where [.] is the integer part operator.
g) A spread-spectrum technique is used to spread the power spectrum of the
watermark data, thus, increasing its robustness against attacks. First a binary

pseudo-random code sequence S ={sr s, e{O,l},rzO,l,...,lz}of size [° with
equal number of zeros and ones is generated using the Mersenne-Twister

algorithm by Nishimura and Matsumoto [14] with the use of the last 64 bits of
the secret key K as seed for the generator. This method generates numbers with

a period of (277 -1)/2.
h) For every bit of the watermark w,(j), the corresponding spread spectrum

sequence is:

)

ss

B [$15855-58, ], ifw, =0
[Elagza-":glz]a if W, =1

i) A sequence S (representing one bit of the original watermark) is embedded in
every bloc of /x/ luminance values.
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Fig. 1. Block diagram of the proposed watermark encoder

j) A bit of S is embedded into the luminance value of the pixel of the same index
by rounding its value to an even or odd quantization level. Rounding to an even
quantization level embeds a “0”, while rounding to an odd quantization level
embeds a “1”, as shown in Equation 6:

L.(i,))= [—Lg;j)}‘2q+q -W-sign (L(i,j)—{—L(zi;j)}'qu, (6)

where L(i,j) is the original luminance value, L (i,j) is the watermarked

luminance value of the pixel at position (i,j), ¢ is the quantization step size and
sign() is defined as:

. -1, if x<0
sign(x) = ) (7
1, ifx>0
Table 1
Embedding a watermark bit into a block of 4x4 luminance pixels
Pseudo- Spread spectrum
Wat. watermark Quant. | Original luminance Watermarked
random
bit _ step block luminance block
sequence S w,=S®w
[0 1 1 0] [224 76 84 24
3 1 01 0 60 48 12 120
w=0lrg 11 0 01 0 1 224 75 86 20 48 4 72 76
101 0| [1 10 0] 62 45 12 123|148 60 248 24 |
- - =4 _ -
O L0007 |1 455 68 T g 7 88 20
| 1 100 01 0 1 145 59 247 23 64 44 16 124
. 1010 4 8 68 T2
0 0 1 1] 144 56 244 20 |
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k) The video is converted back to the RGB format using Equation 2, obtaining the
watermark video.

The choice of the quantization step ¢ is a tradeoff between the perceptual
quality of the watermarked video (¢ must have a small value) and the resilience of
the watermarking scheme to attacks (¢ must have a big value). An example of
embedding a watermark bit into a block of 4x4 pixels is given in Table 1.

The watermark extraction process, shown in Fig. 2, implies the following
steps:

a) The watermarked video is partitioned into groups of k frames.

b) Every frame of the group is converted to the YC,C, format using Equation 1.

c¢) Every luminance frame is partitioned into square blocks of /x/ luminance
values.

d) A bit of the spread spectrum sequence wm' of size * is extracted from every
luminance value of a block of size / x/ using Equation 8:
I (i
w' =mod 2(r0und [MD (8)
q
where w' is the extracted watermark bit and mod2(x) is the modulo2 function.
e) Using the 64 bit seed from the secret key K the binary sequence S is generated

locally.
f) The extracted watermark bit of the corresponding block is:

2 I2
. !
0, if Z W, =S,|<—
! r=1
W, = 2 ©
/ , 12
1, if z Wy, =S, >E
r=1
No. of redundant Quantization
frames & step ¢
l i Extracted
watermark
Watermarked Frame RGB=>YC,C, Blocks of Watermark
video “ processing ™ conversion | | size [x/ > extraction @PREDA
)
*WH T 'W'
y H’F h,"
Block 5 | Inter-frame | ¢| Error
P g — .. —p .
decision decision correction
4
hY

Secret key Pseudo-random
K noise generator

Fig. 2. Block diagram of the proposed watermark decoder
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g) A binary sequence w/,(j) is extracted from every frame of a group of k

frames, where i =1,k . The sequence w,(j) is computed from w/ () using

Equation 10:

k
0, daca > w! (/) s%
w(j) = - L jef{l2,.. P} (10)
1, dacd Y wl (j)> 3
i=1
h) The resulting watermark bitstream w' of size P’ is error corrected and the

watermark w of size P is obtained.
1) The extracted binary image is obtained by reshaping the vector w' to a matrix
of size hxv.

3. Results

The test videos used for our experiments were the first 27 frames of the
videos “stefan”, “forman” and “bus” [15] in RGB uncompressed avi format, of
resolution 352x288 and frame rate of 30 frames/s. The binary images used as
watermarks are shown in Table 2. The choice of the quantization step sizes 2, 4
and 8 was a trade-off between the perceptual quality of the watermarked video
and the resilience to attacks. We embedded the watermark with no temporal
redundancy and with temporal redundancy in £=3 and k=9 frames. The error
correction code used was a cyclic code (7,4) with codeword length of 7 bits and
dataword length of 4 bits. It is a simple code, can correct one error and is useful
when the decoding Bit Error Rate (BER) is low (below 14,28%).

Table 2
Binary images used as watermarks
Error No. of redundant Watermark
. Watermark .
correction code frames resolution

"~ OPREDA -

=3 ©PREDA 108 x 33

=9 ©PREDA 66 x 18

- | ©PREDA & -

Cyclic (7,4)

=3 @PREDA 84 x 24

k=9 {OPREDA 54x 12
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First we measured the distortions introduced by the watermark using the
mean Peak Signal to Noise Ratio (PSNR) of the three videos after watermark
embedding. The results are shown in the third column of Table 2. The PSNR for a
video with a number of C frames is calculated using Equation 11.

PSNR

ZC:PSNR(Z')

video —

C

(11)

The resulting PSNR has values between 33 and 44 dB and the watermarked
videos appear visually identical to the original ones, except for g=8, where a small
distortion is visible.

In order to evaluate the robustness and performance of the watermarking
algorithm objectively, we have calculated the decoding Bit Error Rate (in percent)
and shown the extracted watermark for a set of 7 attacks (Tables 3 and 4).

1
BER—FZ

Jj=1

ot (J) —

w, ()|

Experimental results (first part)

(12)

Table 3
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No. red.
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step
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PSNR
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(%)
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(%)
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watermark

BER
(%)
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Table 4
Experimental results (second part)
l;lo. red. [Quant. Saltand pepper FE.BT;Z':SSI;Q JPEG Q=80 hé/llijlztﬁ)sz héll;/llEbCE)SZ
rames | step l?;]l)? \Ai:tterfnc]frdk l?UEA)I)? \Ai:tteﬁ%fgk ?UEA)I)? Extracted Extracted Extracted
2 | 00o/©PREDA| 5% @PRED‘A 42.70 '
No 4 | 000 ©PREDA 373 @ PREuA 200|112 R
s | ow/©PREDA| *|CPREDA| °|©OPREDA
2 | 000 @PREDA 0.00 @PREDA 94| B
3 4 | 000 ©PREDA 0.00 ©PREDA 17.79 @?g%ﬁg
s | ow] ©PREDA | 00| @PREDA | o @PREDA
2 | 000 PREDA| ooo| © PREDA 35 10| RS
9 4 | oo PREDA| ooo| D PREDA/ 1591
s | ooo|@PREDA! 000 @PREDA 0.00 E 90|
2 | 000l ©PREDA | 513 @PREm 4474 :
No 4 | 0.00 ©PREDA 3.70 @PRED’A 21.02
s | oo @PREDA | 3| €PREDA | o ©PREDA
2 | 000 PREDA 0.00 PREDA 39.43| T ;ﬁ
s | 4 | oo @PREDA| oo @PREDA |'o>> ?@&%};Eiﬁﬁ CERECA
s | o ©PREDA| o ©PREDA | | ©PREDA | >s ©PREDA
2 | 000 @EPREDA | o00of ©DPREDA (3410 SHREFERA FAP I,
9 4 | 000 @EPREDA | 000 ©DPREDA |1682| EIPIEREA DPREDA
8 | 000 {PREDA | 000] @PREDA | 000| @PREDA | 015 DPREDA | 694

In equation 12 w,, 1is the extracted watermark, w,

is the original

watermark and P is the size of the watermark. In Tables 3 and 4 PSNR and BER
are mean values for the 3 test videos, but, because of space requirements, we are

showing the extracted watermark only for the “stefan” video.

The fifth and sixth column of Table x show the decoding BER and the
extracted watermark images in absence of any attack. The extracted watermarks
are identical to the original ones.

We used the following seven attacks to test the robustness of our
watermarking scheme:
e Blurring using blocks of 2x2 pixels
¢ Adding gaussian noise of mean 0 and variance 0,05%
e Median filtering using a 3x3 pixel neighborhood

e Adding “salt and pepper” noise with density d=0,05%

e Frame averaging of 10% of the frames, where the current frame



102 Radu Ovidiu Preda, Nicolae Vizireanu

1= fa 1)+f§z)+f(z+1)
e JPEG compression of every frame with quality factor Q=80
e MPEG-2 compression at 4 and 2 Mbps

Fig. 3 shows the decoding BER for every attack for a quantization step
size ¢g=2 and without any error correcting code and Fig. 4 and 5 show the
decoding BER for the quantization step size g=4 and ¢=8 with the use of the
cyclic error correction code (7,4). For g=2 the BER values are relatively high and
the use of error correction code brings no improvement.

The experimental results show, that our watermarking scheme is robust to
most of the attacks. Some detection problems occur after the gaussian noise
attack, but only for the smallest quantization step, ¢g=2, and after MPEG-2
compression at 2 Mbps.

Increasing the size of the quantization step ¢ the resilience of the scheme
against all attacks is improved, but the perceptual quality of the watermarked
video is decreased. The redundant embedding of the same watermark in 3 or 5
video frames improves the resilience of the algorithm against all attacks.

(13)

4. Conclusions

In this paper, we proposed a novel video watermarking technique based on
the quantization of the luminance values of pixel blocks. The algorithm uses error
correction codes to protect the inserted watermark and temporal redundancy to

embed the same watermark in different frames of the video. The watermarks used
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Fig. 5. Decoding BER (%) for all attacks using a quantization step size g=8 and a cyclic error
correction code (7,4)

were binary images containing the name of the author. The advantage of using
binary images instead of pseudo-random noise is that even a watermark extracted
with a high decoding BER can be visually identified. The perceptual quality of the
watermarked videos is very good for the quantization step sizes of 2 and 4 (PSNR
above 39dB) and acceptable for a quantization step size of 8§ (PSNR=33,5dB). The
proposed technique also achieves good resilience against a seven different attacks
in the spatial domain (blurring, gaussian noise, median filtering, “salt and pepper”
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noise), temporal domain (frame averaging) and compressed domain (JPEG,
MPEG-2 compression).
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