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AUTOMATIC TOOL FOR BEHAVIORAL ANALYSIS BASED
ON STATEMENT ANALYSIS

Alexandra CERNIAN?, Dorin BURICEANU?, Valentin SGARCIU?

People have always been concerned to know when they are being lied to.
Over time, techniques have evolved, and now we rely on scientific instruments such
as polygraph and voice stress analyzer to tell if a person in lying. In recent years,
text analysis software applications and natural language processing have
significantly evolved, thus facilitating decision making processes of various kinds,
including lie detection. This paper presents the design and implementation of a
statement analysis application, which aims at identifying deceptive behavior based
on a text input provided by the user. The application implements four lie detection
methods based on statement analysis and works for texts written in English.
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1. Introduction

People have always been concerned to know if a person is lying or not and
thus they experienced various methods of spotting possible lies. For example, in
ancient China rice grains were used to tell if a person is lying [1]. Namely, a rice
grain was put into the suspect’s mouth and, if after chewing it, the grain was wet,
then the person was telling the truth, otherwise if it was dry, that was a sign of
lying. It is believed and proven fact that a dry mouth is a common side effect of
lying.

Over time, techniques have evolved, and now we rely on scientific
instruments such as polygraph and voice stress analyzer to tell if a person in lying.
Other useful techniques are based on the analysis of words and statements, body
language and handwriting in order to detect deception.

1 Lecturer., Faculty of Automatic Control and Computers, University POLITEHNICA of
Bucharest, Romania, e-mail: Alexandra.cernian@aii.pub.ro

2 Eng., Faculty of Automatic Control and Computers, University POLITEHNICA of Bucharest,
Romania

3 Professor., Faculty of Automatic Control and Computers, University POLITEHNICA of
Bucharest, Romania, e-mail: vsgarciu@aii.pub.ro


mailto:Alexandra.cernian@aii.pub.ro

56 Alexandra Cernian, Dorin Buriceanu, Valentin Sgarciu

Statement analysis [1] is the process of analyzing the way people use
language in the communication process in order to see if they are sincere or
deceitful. Words can easily betray people, if you know what to look for in their
declarations. Each person has a so-called baseline, a standard way of speaking and
acting. Every small deviation from the baseline can signal deception.

In recent years, text analysis software applications and natural language
processing [11] have significantly evolved, thus facilitating decision making
processes of various kinds, including lie detection. This paper presents the design
and implementation of a statement analysis application, which aims at identifying
deceptive behavior based on a text input provided by the user. The application
implements four lie detection methods based on statement analysis (the verbs
tense method, the articles method, the pronouns method, the keywords method
and the dictionary method) and it works for texts written in English.

The rest of the paper is structured as follows: Section 2 describes five
statement analysis methods which will be implemented in the system hereby
presented, Section 3 presents other similar approaches for detecting deception
based on text processing, Section 4 presents the design and implementation of the
statement analysis system and discusses the results it generates and Section 5
draws the conclusion of this paper.

2. Techniques for detecting deceptive behavior

Statement analysis is one of the most accurate techniques to detect
deception, which is used by police officers or FBI agents to investigate cases and
suspects. It is based on examining the words and grammar rules used in
statements. Under stress conditions, our behavior and language change. The
technique is based on identifying changes in the words choices or syntax, which
can signal deceptive behavior or a lie.

Here is a list of the most effective statement analysis methods used to
detect lies, as presented by Mark McClish research [1].

e the “past tense” verbs rule method
the articles method
the pronouns method
the specific dictionary method
the keywords method

2.2.1 The “past tense” verbs rule method

A common rule is that, when we tell a story that happened in the past, we
use the past tense. For most people, it is a natural choice, since they appeal their
memory to describe what happened. However, when someone is making up a
story, there is no memory to relate to and thus, they will unconsciously start using
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the present tense. Let’s assume that someone telling you what they did yesterday
correctly uses the past tense, but, at some point, switches to present tense just for
once. This is a sign that that particular detail was made up.

Exemple:
”I met with John and went to our favorite restaurant. There, a man jumps
and me and attacks me.”

2.2.2 The articles method

The English language has clear rules about using articles. The indefinite
articles ”a” and “an” are used to designate an unknown person or thing. Once the
person or thing has been introduced, we use the definite article “the”. If a person
switched back to using indefinite articles, that is a sign of deception. Most likely,
they are making up the story.

2.2.3 The pronouns method

The way a person uses pronouns tells a lot about the validity of their words
and actions. When someone is willing to assume their actions and take
responsibility for what they are saying, they will use the “I” pronoun. The lack of
the pronoun suggests a lack of commitment towards the related actions.
Moreover, we must also notice when a person tends to overuse the “I” pronoun,
which indicates that the person in tensed.

2.2.4 The specific vocabulary method

Each person has her own specific vocabulary and certain choices for
words have. A person may refer to her children as “the kids” and another as "my
boys". In text analyses, words have unique, specific meaning based on the context.
When a person tells the truth, there are no inconsistencies regarding the proper
dictionary use, because that person is not subject to stress. Otherwise, when a
person intends to deceive, there will be changes in the structure of language,
especially when they talk about an invented story which they are not attached to.

2.2.5 The keywords method

Keywords provide additional information and indicate if the suspect is
lying. Keywords depend on the context and on establishing a so-called baseline of
the suspect [1]. The baseline represents the way the person speaks and acts under
no stress. Any deviation from the baseline may indicate that the person is under
some stress factors and is feeling uncomfortable, which means that they could
have a deceitful behavior.

These words are used in order to replace other words (e.g substitute “no”
with “never”), to delay the answer in order to gain some time to make up a story
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(“actually”, “well”, “you see”) or to escape incriminating events (“after”, “when”,
“then”).

Let’s consider the following example:
Question:

“Did you take the money?”

Answer:

“I never took the money.”

The answer suggests that the subject is likely to be lying, since the
question requires a “yes”/”’no” type of answer.

3. State of the art. Similar approaches

3.1 Statement Analyzer

Statement Analyzer [2] is a software application which analyses
statements using FBI text processing techniques.

Statement Analysis Software QL: @
Scanned Statement e fodd
’Keyword ;I

I was standing at the bus stop when three men money (1)

approached me and asked me for my money. I scared (1)

was scared and thought they were going to hurt standing (1)

me. I gave them all of the cash I had on me which then (1)

was approximately $25. They told me not to follow they (3)

them and then they ran off. I immediately called the thought (1)

police and reported the robbery. [0

told (1) LJ

Keyword Description [Press F12 to see in Larger Window)]

The number "three" is a liar's number. When deceptive people have
to think of & number they will often use the number three. For
example,

"There were three men that attacked me."
"l left the house at 3:30 p.m."

One exception is when talking about alcohol. We all know what
that number is.

"Oftficer, | only had two drinks!"

Print Statement (F8] |  Edit Statement (F3) | Save Statement (F10) | New Statement [ESC) |

Fig 1. Statement Analyzer (www.statementanalysis.com/analyzer/)

The application returns a set of keywords and the explanations for
considering those words as deception clues.
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3.2 LSAT Auto Analysis
LSAT Auto Analysis [3] (Linguistic Statement Analysis Technique) is a
complex text processing tool, which is able to identify: connections between
phrases, missing information, persons, emotions, communication elements. It is
often used as a training tool for future investigators.

Highlighted Tool Title Tes1 10-18 Colors & Shapes
4 1
0 O Wednesday me and vy [N B cur Bouzd 1o get coffee prioe to [EETNE we [TEREE he .
- to walch har . 'We went 10 Sunoco on main sireed & the coffes was gross m W werd to
ha Dunkim Donts on Sunoco in Tauswlle & Moxon roed o W than sat them
| Emolion - "
o ' maybe 45 mirutes bingng it 16 maybe [T D] . We then went BRmd i was liying in bed —
- - walching Ly :h--w.n. on the Comguler -‘-'.u'.;ulI'--.'-Silallﬁdu-'J 1 |\ .-:I'{’)[ ]
tonk her out of her seat and changad har dispes & fod her 5 bofthe | W We buped her and pid
' a &1 " rer back in hae seal at about [ ). 6 e foll asteep G?'H". warg hoth fing and O / @

mgwing . i watched another 20:30 minutes E of v, & fell asleep . A about EE
eha E up erying 1 pull ke rugic on the kil seleap quickly @ B At aboul E A1
about EZ) Ed . the I BERAEH crying B ) woke noy [N 0 o 5o what the IR
wanted '.'1.1@ stayed in bod & SIS ter T 20 BEERE hee to belp & 1ake the [
She came in & took the [l in ber seat imo 1he lrang room & which poirt it was only her &
_ i the ng o . Kilchen | @nd rest of the m RS My roOm wee me & my
I vvere sleeping . i about ter [ came info our reom & woke us up and
B - B atonded  tho R SiAAEE EERRRmE - then ber TN ran 0wt
nto the lving mem & gave hes & bottle - The [l <topped coying and me & my ([N woke
wp & got ready 10 go Lo the slore . we came back al about EE We goi Eu' d sk
was crying and [l realized she wasnt meng her sem B she wer 'IJG it up & the [
a0 EERER M w0 knaw there was wrong . B we tock het to the hospital right

WY

Fig 2 LSAT Auto Analysis (http:/linguisticstatementanalysis.com)

3.3 Forensic Statement Analysis
Forensic Statement Analysis [4] uses text analyses techniques to detect
deceitful behavior and identify hidden meaning behind statements.

F.A.S.T. Macro Demo

Example Statement

I_ wasM( = soft tone / a polite request ) hy-m get A week
later, hc( = strong tone ) me that he was going to hit the Princess Annc Apartments
Laundromat. Later on that night, I saw him and hc( = soft tone ) M-was
coming so he ran. Then lw( = soft tone ) he had LEFT ( = missing / sensitive information
)bchind‘ So, I wenl back (= returned ) later that night and gnland
.il down 1o the Ferry and got rid of it. But by me getting rid ol had to (=
didn’t want to ) move the washing machine (= "the washing machine' = prior knowledge )
to get to it. 1 had not sccn-slnce that night.

_plain ext | markup_| ol maricup |

Fig 3 Forensic Statement Analysis



60 Alexandra Cernian, Dorin Buriceanu, Valentin Sgarciu

The following section presents the design and implementation of the
statement analysis system and discusses the results it generates.

4. The design and implementation of the statement analysis system

The deception detection tool presented in this paper is based on statement
analysis techniques, namely on the 5 methods presented in Section 2. The
application allows the user to introduce a statement to be analyzed. The
application processes it and identifies the parts of the phrase that indicate
deception.

The overall flow of the application is depicted in the figure below. The
development phase is divided in two parts, the second one depending on the first
part. The first part consists of dividing the text into sentences and tokens. The
second part involves the development of specific algorithms to filter the tokens
and to generate and compute the deception indicators.

Statement analysis

The “past tense” verbs rule
method

Processed

Provide text to hext: : The articles method toxt
L | » annotation in
be analyzed N v
oraer 1o Defep ior
extract tokens > The pronouns method Ny
markKers

_~ The keywords and specific
dictionary method

Fig. 4. Statement analysis application flow

Step 1. The user provides the text to be analyzed.

Step 2. The text is processed using several annotation techniques in
order to extract tokens.

Tokens [11] are words with specific characteristics, such as part of speech,
start index, end index. These properties are extremely useful in natural language
processing, as they facilitate the modelling and analysis of natural language,
through the identification of syntactical and morphological values and
dependencies. In order to extract tokens, the text must first be split into sentences.

For our statement analysis system, we chose to use StanfordCoreNLP [7],
which is an integrated system dedicated to natural language processing, including
tools for part of speech tagger, named entities recognition, parser and co-reference
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issues. For the current application, we have used two of the tools available in
StanfordCoreNLP, namely Stanford Part of Speech Tagger (POS Tagger) and
Stanford Parser (Parser). Stanford POS tagger [6] is the software component
which assigns parts pf speech for each word in the text, such as noun, adjective,
verb and so on. Stanford Parser [7] is a Java implementation of a probabilistic
natural language parser. A natural language parser is a program which identifies
the grammatical structure of a sentence, such as a group of words forming
phrases.
Here are the steps for text annotation:

Text Split into sentences
annotation

Tokenize text

Parts of speech tagger
Morphological analysis
Named entities recognition
Syntatctical parser
Co-references

Fig. 5. The steps for text annotation
Step 3. Statement analysis.

During this phase, the tokenized text is further processed in order to
establish if there are any deception clues present. The five methods described in
Section 2 are applied and the suspicious words or parts of phrase are visually
marked for the user to see them.

e The past tense rule method

This method checks each token from a part of speech point of view to
verify if it a verb. The Stanford POS Tagger has been used to check if a verb is at
present tense or past tense. Whenever a verb is at present tense, it is marked as a
deception indicator.

e The articles method

The method checks the use of articles in the text. During the annotation
phase, articles are marked as POS: "DT" and possessive pronoun as POS "$ PRP".
These two parts of speech are those that may precede a noun to introduce it into
the story. However, only the indefinite article "a" / "an") introduces a person or
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thing according to the English grammar. Also, between a possessive pronoun or
an article and the noun they precede, adjectives can be interspersed. The method
checks for the first occurrence of a noun within the text and marks it in a list of
nouns. When the noun is encountered again, the article used to introduce it is
verified. If it is an indefinite article, the noun is marked as a deception indicator.

e The pronouns method

This method focuses mainly on the use of the “I”’ pronouns. As described
in Section 2, there are two cases of interest: the absence of the “I” pronoun, which
indicates that the person is trying to separate themselves from the events described
and an overuse of the “I” pronoun, which indicates that the person is lying or
making up the story.

In this case, we needed a syntactical analysis of the text instead of a
morphological analysis, as for the first two methods presented above. Thus, a
strong asset for this purpose is the Stanford Parser [7], which makes an accurate
representation of dependencies and grammatical relationships in sentences and
phrases. The algorithm uses a graph approach to represent words and relationships
among them. The algorithm counts the number of “I” pronouns, the number of
subject-predicate relationships and the number of coordination relationships. If the
number of pronouns is equal to 0 and the number of subject-predicate
relationships is also 0, then we mark the absence of the “I” pronoun. If the number
of pronouns is greater than the number of coordination relationships, then we
mark the overuse of the “I”” pronoun.

The steps of the algorithm are the following:

get restricted dependecies with propagation of dependencies created by conjunctions

N

get the set of gramatical relationships

N

identify the relationships to be counted

N7

mark a deception indicator for the absence of the "I" pronoun
mark a deception indicator for the overuse of the "I" pronoun

Fig. 6. The pronouns method algorithm
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Step 4. The keywords and specific dictionary method.

In order to use this method, it is first necessary to create a profile of the so
called “suspect”, namely of the person’s whose statements are being analyzed. For
the application to detect any inconsistency in the statements of the suspect, we
must first detect the base line of the suspect and create a database of the specific
words for each suspect. Afterword, when statements are analyzed, the application
uses Wordnet [10] in order to find related words for the dictionary in the database.

The algorithm is based on the tokens obtained in the annotation phase and
aims to identify in the analyzed statements various forms of the words in the
suspect’s dictionary. The steps are the following:

e Adapt the tokens for Wordnet search
e Extract the list of hyperonyms and hyponyms from Wordnet
e Check if the related words are found in the analyzed statement

The architecture of the system is presented in figure 7, illustrating the

complete structure of components and their interactions.

Statement analysis

StanfordCoreMLP
C:"' module (1::) Hibernate

Fig. 7. The system architecture

The system can be used using only one of the statement analysis methods
or different combinations. The most advanced way to process statements is using
all the methods described above. Here is an example of using all 4 deception
detection techniques which confirms that the statement analysis system is accurate
and provides relevant results.

Let us consider the following statement as input for the system:
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"Woke up, got dressed and went to John’s restaurant. After a time, a
strange man entered. When 1| left the restaurant this guy attacks me with the
knife.’[1]

As it can be noticed, we are confronted here with deception indicators
corresponding to all 4 statement analysis methods:

e In the first phrase, the subject is missing and we are dealing with the
absence of the “I”” pronoun (the pronouns method)

e The verb “attacks” is at present tense (the past tense verbs method)

e The use of a synonym for the word “man” (the specific dictionary method)

e The use of a definite article when “the knife” is introduced in the story (the
articles method)

Textul scanat Argumentare
Woke up, got dressed and went to John’s restaurant After a time, a strange man entered.When 1. Woke up , got dressed and wentto John’s restaurant.(Pronume) - Nu este folosit prof
Ileftthe restaurant this guy attackes me with the knife. 2. attackes(Timp verb) - Verb la prezent desi relatarea trebuie Ia trecut (Past Tense)

3. the knife(Articol) - A folosit articolul hotarat "the™ desi cuvantul apare pentru prima datz
Din analiza dictionarului specific suspectului se observa urmatoarele schimbari ale lim

1. man -> [guy]
Rezultatele obtinute in urma analizei dictionarului ne arata ca suspectul nu urmareste ur

Introduceti textul

Woke up, got dressed and wentto John's restaurant. After atime, a strange man entered
When | left the restaurant this guy attackes me with the knife

v < 7 T

Fig. 8. The results of the statement analysis system

In order to validate the statement analysis system, we used a set of 50
statements between 20 and 250 words and we obtained an accuracy ranging
between 82% and 100%. For shorter and clearer the text, the accuracy was higher,
the system being able to correctly identify all deception indicators. Compared to
other similar applications, our tool performed in the same range of accuracy.
Statement Analyzer [2] reported an average deception detection rate of 84%,
reaching even 100% accuracy in several situations, while LSAT [3] claimed to be
on average 92% accurate in determining deception.

5. Conclusions

People have always been concerned to know when they are being lied to.
Over time, techniques have evolved and significant progress has been made with
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natural language processing, which addresses a lot of issues with regard to
decision making processes, including lie detection. This paper presents the design
and implementation of a statement analysis application, which aims at identifying
deceptive behavior based on a text input provided by the user. Statement analysis
is one of the most accurate techniques to detect deception, based on a clear set of
theoretical rules and techniques. It is based on examining the words and grammar
rules used in statements. Under stress conditions, our behavior and language
change. The technique is based on identifying changes in the words choices or
syntax, which can signal deceptive behavior or a lie.

Based on the results obtained, it can be concluded that deceptive behavior
can be automatically identified with a high degree of accuracy, ranging between
82% and 100%, given that the techniques addressed are strictly based on the rules
of English grammar. The application identifies repeated mistakes of the same type
without producing erroneous results and generates accurate interpretations of the
statements. Advanced analysis can be conducted using the four methods
implemented. The results mark the deception indicators, together with the
corresponding explanations and arguments.
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