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MODELLING THE DYNAMIC ELECTRICAL SYSTEM IN
THE CONTEXT OF CYBER ATTACKS

Delia loana DOGARU?, loan DUMITRACHE?

Smart grid is a cyber-physical system described by the integration of
information and communication technologies into the power system which is a key
enabler for future technology developments through which the power grid can
expand technically and geographically, creating a complex interconnected
distributed system with additional cyber risks. In this article, we focus on the impact
of cyber risks through this integration by modelling the dynamic power grid based
on the IEEE-9bus benchmark and we conduct a behavior analysis when the grid is
subjected to cyber-attacks.
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1. Introduction

The integration between the power grid and information and
communication technologies (ICT) introduces a new flow of communication
allowing data to be transmitted in real time to better monitor the grid’s status over
a wide area, diagnose errors, optimize control, improve energy efficiency, reduce
power consumption, etc., leading to the emerging concept of cyber physical
systems (CPS) in the context of power systems. Moreover, we can use the new
paradigm of cyber-physical energy system (CPES) [15, 17], which better defines
the relation between the cyber and the energy system components.

CPS is a collection of distributed cyber systems that monitors and controls,
based on established rules, the interconnected physical systems in feedback loops
[1]. CPS plays an important role in the Smart Grid which is an emerging
technology in the power domain that uses information and bidirectional
communication technologies for collecting data and using it in the control centers
and utilities. This determines a better situational awareness of the grid’s state
helping to transmit and distribute electricity efficiently and guaranteeing power
quality from suppliers to consumers [2].
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It is paramount to stress the fact that the new power grid must be
considered from two separate points of view, one physical or technical and the
other one cybernetical or functional having control loops and informational loops
interconnected through a communication network to enable possibilities to elevate
the power grid to a new operational level. Cyber-attacks known in the ICT and
introduced in the power grid cyber network can cause serious damage to it
because they are capable of mimicking disturbances which in a normal execution
occur randomly.

This article is concerned with the aspects of modelling the dynamic
interconnected electrical system and behavior analysis when the grid is subjected
to cyber-attacks modelled as disturbances/faults.

The most important aspect of a power grid is its ability to provide reliable
and high standard continuous service to the consumers without interruptions. In
order for the consumer’s equipment to operate within satisfactory parameters it
must be fed, within acceptable tolerance, with constant frequency and voltage,
thus, the quality of power provided must be kept in check. To manage a reliable
service of operation the grid requires to have its synchronous generators to run in
parallel with a certain capacity for meeting the demand. If at some point, due to
abnormal operation conditions (disturbance), the generators lose synchronism
current and voltage fluctuations occur determining the circuit breakers at the end
of the transmission line to trip and shift the power flow to a neighboring circuit.

The second aspect is to keep integrity of the power grid. This means that
the infrastructure of the power grid must be protected against abnormal system
conditions or faults that may disrupt the voltage and current anywhere along the
flow from the generating stations through the high-voltage transmission lines to
the loads [16].

A third aspect we consider is the degree to which the power grid can
withstand an unexpected perturbation without damaging the overall performance,
or robustness. It is possible to state that when random changes occur on the grid,
like faults, equipment failure or power sources disconnecting from the grid, it will
be capable of maintaining the balance of demand-supply energy despite these
disturbances. But, the transition to an acceptable state of equilibrium after
subjected to the events of disturbance is best to be studied as a stability issue of
the power system. The robustness of a power grid is not sufficient to make it
resilient, but it is necessary nonetheless.

A fourth aspect which we bring forth is the resilience of the power system
that measures how fast the system is able to recover quickly after an unexpected
event in contrast to robustness which measures how much damage the system
took [3].

In Section 1, we discuss the power system nonlinear dynamics and
underline the interdependencies of its physical components which in case of a
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cyber disruption can have cascading effects. The paper also presents the relation
between system parameters like rotor angle, power generation, voltage, etc. and
how the alteration of one can lead to certain effects of another.

The power system is a high-order multivariable process described by
various interacting control loops between physical and cyber components of
nonlinear nature due to its dynamic behavior operating on multiple time scales
considered in Section 2. We described this system with a mathematical
representation from a stability perspective using the benchmark model [4, 6] of
the synchronous machine connected to an infinite bus and extending it to the
multimachine system connected to an infinite bus from which we obtain the
desired linearized network equation between the currents in a 3-generator model
network. The equation obtained is used in Section 3, where we analyze the case
scenario of the IEEE 9 bus to present the continuous-time state-space model of the
system in the nine-linear first order differential algebraic equations form.

Upon this linearized time-invariant representation of the network we
model cyber-attacks in Section 4 targeting two important properties of the power
system: controllability and stability to better understand their impact.

In the final section, we simulate some scenarios of cyber-attacks on the
power system using the model from Section 4 and analyze the system response.

2. Dynamics of the power system

The power system is a nonlinear system that integrates multiple elements
which influence its dynamic performance. Every characteristic of each element
impacts the overall system stability and that is why it is important to have a good
grasp of what are the points of focus that determine instability because these
elements of the power system, like devices, control units, can be easily exploited
by cyber-attacks to determine behaviors for disrupting the dynamic stability of the
system.

In [5], it is presented the possible outcomes of instability in the power grid
by different types of cyber-attacks that can target any level of the grid and any
major device that plays a key role in the normal execution of the grid. The cyber-
attack can take the form of a software error and can move anywhere in the system
to map its vulnerabilities, so it can exploit them later.

Attackers can infiltrate through the communication channels of the
substation or control centers to get control of transformers, switches,
compensators and possibly inject false commands to disrupt the normal power
flow or modify data from the sensor measurements to estimate the operational
state of the grid based on which operators make informed decisions. An attacker
can easily find out the state of the power grid by eavesdropping on the data
gathered in real time (RT) from the field sensors. These field sensors, like
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Intelligent Electronic Devices (IED), communicate through a serial
communication channel (RS232, RS422 or Ethernet) with the Remote Terminal
Units (RTU) that gathers information from digital relays, circuit breakers to
transmit it to the control station through the Master Terminal Unit (MTU) using
TCP/IP based protocols (like, DNP3.0, IEC 61850 etc.) susceptible to cyber-
attacks due to their vulnerabilities.

The consequences of wrong estimation of the power grid’s state can result
in cascading failures and overall performance issues because some important
devices maintaining the stability of operating conditions depend on the State
Estimation (SE), like the Automatic Generator Control (AGC), Optimal Power
flow (OPF) and Contingency Analysis (CA). For example, the AGC is used to
maintain a balance between the power outputs versus demand from all power
plants in the grid [14, 18]. It adjusts the set-point of power based on the
information from remote sensors used by SCADA in the control centers and fed to
the SE for gaining insights of the system variables: phase angles, voltage
magnitudes, to integrate load frequency control within certain limits, power
control and system optimization operations.

The AGC communicates with the control center for its reference points
through standards and protocols such as Ethernet and Modbus, HART,
PROFIBUS, DeviceNet and IEC61850. Each of these has exposed vulnerabilities
that can be exploited by cyber-attacks. For example, the PROFIBUS has no
encryption of messages, this making any message delivered vulnerable to
interception and eavesdropping by a third party. Modbus is another protocol
which due to its simplicity and efficiency is vastly used in the industrial
environment, but its simplicity like having no authentication or lack of
confidentiality of the messages transmitted and many more can lead to ways a
cyber-attack can benefit from them [7, 8].

In the following section, we will be focusing on the mathematical model
representation of a power system which is a high-order multivariable process
considered from a stability point of view.

3. System description

The dynamics of a power network model having a synchronous generator
connected to an infinite bus can be expressed in the form of the nonlinear
differential equation, without disturbances, where f is a nonlinear vector function:

() = f(x.u.t) (@D

The generator model of this benchmark [6] is considered transient having
the rotor angle & expressed in rad, « as the rotor speed (rad/s), the transient
voltages along the q and d axis ¢; and ez, and xeR* defining the state of the
system:
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Fig. 1. The SMIB model under disturbances

And the input, usr* , of the SMIB having T,, as the mechanical torque (p.u)
and E;, as the internal field voltage (p.u):

u = [uy u;]" = [T B,y 17 3
The output, yeR* |, represents the measurements given by the PMU at the
terminal bus voltage of the generator having imaginary and real parts:
y=Iny v nl =leae il 4)
The generator model is expressed by the 4-th order DAE in the d-q
reference frame [9]:
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In the absence of disturbances of the system the nominal state dynamic can
be expressed by the following equation:

#(t) = flx,w) = Ax(t) + Bult) + p(x.u) (6)
Where:
0 1 0 0 " — g
0o -2 0 0 uEJ“ g o CLGw + K
A= 1 o | B=l=® _1| elxuw= _%fd{xlu] (7)
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T'gn '
Usually a single machine is connected to the infinite bus together with
other machines separated by the transmission lines of low reactance forming a
group on a designated geographical area.
According to [6, 8], the desired linearized network equation between the
currents in a 3-generator model network is:
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Considering the following example of a IEEE 9-bus system having 3
generators (one classical model and the other 2 are a two-axis model) and three
active loads which is to be analyzed in the linearized equations [6].

Fig. 2. IEEE 9-bus

The values for the 3 generators are, as in [6]:

System data of a 3-generator system

Table 1

Quantity Unit Generator 1 Generator 2 Generator 3
(classical) (two-axis) (two-axis)
H(MW*s/100MVA) s 23.6 6.4 3.01
n = 2Hw, pu 17824.14 4825.4863 2269.4865
xg—x'y pu 0.0852 0.776 1.1312
x,— pu 0.0361 0.7447 1.0765
T s 0 0.535 0.6
T pu 0 201.69 226.19




Modelling the dynamic electrical system in the context of cyber attacks 9
T30 s 8.96 6 5.89
a0 pu 3377.8404 2261.9467 2220.4777
E' pu 1.0558 0.7882 0.7679
E's pu -0.0419 -0.694 -0.6668
Ig pu 0.678 0.932 0.6194
Lig pu -0.2872 -1.2902 -0.5615
Voo pu 1.0392 0.6336 0.6661
a0 pu -0.0419 -0.8057 -0.7791
Gy Elec deg 2.2717° 61.0975° 34.1431°
E' pu 1.0566 - -
The generator internal nodes have the voltages £/, £, and E; and using
Gz = =8z, 613 = —0g; , [6]
Table 2
Preliminary Calculations
Nodes 1-2 1-3 2-3
¥;; 1.5399 | 1.2434 | 1.1086
8;; 79.2544 | 80.2952 | 78.9084
Siin -58.8259 | -51.8714 | 6.9545
B — i 138.0802 | 132.1666 | 71.9540
¥, ;cos(8; — Gijp) | -1.1458 | -0.8347 | 0.3434
Vsin(8; — 6;;,) | 1.0288 | 0.9216 | 1.0541
8 + 60 20.4285 | 28.4238 | 85.8629
V;cos(8; + &;) | 1.4431 | 1.0935 | 0.0800
V;;sin(f; + 8;5) | 0.5375 | 0.5919 1.1058
Classical generator 1 is described by the following differential algebraic
equation:
{Tll_i'Lﬁ"::'L =Tn — ELIq'L — Dy (9)
SL =y
Two-axis generator 2 and 3 equations:
Trr.'m' EL'rril' =—E'g4— ':-rq'l' - -rrl']*rr.'l'
Trq'm' EL“lr.'l' = Eppi — Erq‘l’ —(xg— -rrl':]*rdl' (10)
T_i'l'c';:'l' =T — Dyeoy — E'gilgi — Erql'*rqfl} — E'giplgi — Erql'n*rr.'l'
8 = w,i =23
The linearized differential equation for the 3-machine system is in the form of:
= Ax + Bu (11)
Where the state vector is:
== ey Er,:: Eg: ws Fr,:! Egz wy &2 13] (12)
And the input of the system:
ul = [THLL Erpr Tmz Erpa Tﬂ;!] (13)



10 Delia loana Dogaru, loan Dumitrache

By replacing with the numerical values from table 1 in equations (9), (10)
and using them along with equation (9) - (13) and after simple algebraic
manipulations, the continuous-time state-space model of the system is in the
following form being comprised of nine-linear first order differential algebraic
equations (14):

=i i s R

[ E.,. Ear dlg Egz Eaz &by by 0yl
r—obelDy 06753 06055 0 04548 0.5453 0 0852 07449

0 —13.7658 14404 0 3.6163 L17E1 0 B.5472 33161
0 —15.5076 —150.1554 0 —12.6793 38.9205 0 424023 -21.4333
0 -6.5352 L1714 —-2.07230; D.9552 2.2156 Z 5052 -2.3385

=10 0 56334 04076 ) — 1656735 L4111 ) -4230%  10.1170
) -3.8073 32.627 0 -13.182% -156.9117 0 -35.834% &8.59E7
0 2.9781 3.9766 ) —-10.6238 —4.7247 —44063 0, 52010 107116
100D 0 ) - 1{HHHD 0 0 0 0 0
10D 0 0 | 0 0 — 1{HMM) 0 0

+[0561T,,, 4421E.,, 0 2.0723T,. 45035E,, 0 $4063T,; 0 O

(14)
5. Attack model

The power grid is a non-linear system that can be approximated by a linear
one to better study its properties near a region of operation. The state dynamics of
the power system is described as a LTI (Linear Time Invariant) system of usR"
input control signals and wy=R™output signals captured as measurements in
continuous time by sensors (or PMUs) and subjected to cyber-attacks,
disturbances and faults. The DAE equations are:

#(t) = Ax(t) + Bul(t) + P(t)dlt) + ¢
{ yp(t) = Coxit) + vy (2) (15)
d(t) = [uy(t) £(8)]

Where 4 g R¥™+*: B g R¥0: C, € R¥™ peR™™ (the disturbances
and faults against the actuator matrix), u4(t) is the input disturbance, f:(t) is the
actuators fault and both are considered unknown inputs. C denotes the output
matrix, q is the number of buses where PMUs are installed, 3n, represent the
states of the generators (rotor angles, rotor speeds, voltages), m;, known grid
inputs (mechanical input power and field voltage), m. unknown grid inputs and q
output measurements. v, (t) is the potential vector against the output of the system
measured by the PMUs or sensors and sent to the control centers.

Attacks on power grid are varied, all targeting one or multiple security
objectives and can be launched either individually or distributed. The impact by a
single or multiple attack of system’s operations is described in the next section
both quantitatively (numerical) and qualitatively (graphical).

¥
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6. Results

If an attacker wants to manipulate the system’s operating conditions he
can target the SCADA directly by denial-of-service (DoS) attacks and false data
injection attacks (e.g. Load Redistribution attacks). A power grid is reliable if
measurement information (bus voltage, reactive power, real power, etc.) sent to
the control centers or command signals sent from the control center to the
actuators are unaltered by a third party.

Below we simulated 2 types of cyber-attacks with the following scenarios
each regarding the power grid’s operational state:

1. False data injection attack
a) Normal state of the power grid under normal operating conditions;
b) The state of the power grid when only one cyber-attack is introduced;
c) The state of the power grid when multiple cyber-attacks are introduced.
2. Replay attack
a) Normal state of the power grid under normal operating conditions;
b) The state of the power grid when the cyber-attack is introduced.

1. False data injection (bad measurement) is a type of attack that requires the
attacker to know the target system configuration and manipulate several sensors to
create the desired outcome, such as wrong estimation of system status which can
lead to wrong actions, cascading failures and performance issues.

a) Normal state of the power grid under normal operating conditions:

The simulated output of the continuous-time state-space model of the
IEEE 9-bus system described by equation (14) under no cyber-attack is:

Fig. 3. Simulated system operation in normal state

b) The state of the power grid when only one cyber-attack is introduced:
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In Figure 4, when T=259s the value of the system’s state has been altered
from 5.49991270526205e-05pu to 0.000204999127052621pu due to a cyber-
attack causing an erroneous operating action.

Fig. 4. Simulated system operation subjected to one cyber attack
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Fig. 5. Delta value of system response in normal state against a single attack

c) The state of the power grid when multiple cyber-attacks are introduced at
different time periods:

Table 3
Altered system response by multiple cyber-attacks

Time (s) Actual value (pu) Modified value (pu)

71 - -0.000279108208113000
0.000179108208113039

133 - -4.87035222972400e-05
0.000214870352229724

200 4.68174108132947e-05 | -1.68174108132947e-05




Modelling the dynamic electrical system in the context of cyber attacks 13

Sy reomse )

.........

i3 o
T

4] =0 100 150 200 250 00
timea(z)

Fig. 7. Delta values of system response in normal state against multiple attacks

These deviations are either small or large depending on the effect that the
cyber-attack causes, as shown in Figure 7. False commands sent to the AGC or
AVR by exploiting the communication protocols or by infiltrating in the control
center through the corporate network impact the dynamics of the power grid, as
seen in Figure 4 and 6. Modifying the reference point of power of the AGC or the
voltage reference of the AVR leads to increased output power that exceeds the
mechanical power resulting in an imbalance between the electromagnetic and
mechanical torque. This determines frequency instability and overload of the
system resulting eventually in blackouts and financial loss.

2. Replay attacks. In the Common Weakness Enumeration, a community-based
project of creating a catalog of most common cyber weaknesses and
vulnerabilities of software, considers the replay attacks as a “flaw that exists when
the design of the software makes it possible for a malicious user to sniff network
traffic and bypass authentication by replaying it to the server in question to the
same effect as the original message” [10, 13].
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This class of attacks has the advantage of not being detected by normal
anomaly detection mechanisms because of the valid data used.
a) Normal state of the power grid under normal operating conditions;

In Figure 8. a) the normal and actual state of the system is simulated while
Figure 8. b) represents also the actual system state but from a later point in time.
The window frame of 300 sec of the actual true state of the system is replaced
through the replay attack with the historical one which is valid. The control center
receives valid measurement/command data without questioning if that is the
current state of the system.

10 a) Actual state of the system

=

a0 =

C 200
time(s)

b) Control center monitored state - with data from a later point in time

50 100 150 200 250 30

Fig. 8. Actual state of the system and the replayed state of the system
b) The state of the power grid when the cyber-attack is introduced.

Figure 9 depicts the difference between the two states of the system (current
state vs. replayed state) and in Figure 10 we can observe the delta values — the
difference between the actual state and the replayed state.

Virms c ol e

Fig. 9. Actual state of the system against the replayed state

300

0
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Fig. 10. Delta values of system response of actual state against replayed state

This type of attack is one of the most feasible and effective as it can
handle encrypted messages because it doesn’t need to know what the played back
message is, nor they require an understanding of the communication standard and
protocols. The attacker would just need to intercept the data stream and simply
communicate it the server which does all the decryption and validation.

Even though the replay data is valid and shows correctly the state of the
system, the problem is that the representation is from a past state while a real-time
control system needs current data to send the appropriate control commands to the
actuators in real-time.

For example, captured control commands over switches or breakers and
replayed later as legitimate signals can alter the distribution system by opening or
closing regardless of the situation, incorrect control commands being incorrect
attributed to actuators can lead to compromising the equipment [11, 12].

7. Conclusions

In this paper, our purpose was to model the dynamic interconnected
electrical system and conduct a behavior analysis when the grid is subject to
cyber-attacks modelled as disturbances/faults. We reached our goal by providing
results of power system response analysis during disruptions caused by cyber-
attacks: false data injection and replay attacks. We also proved that cyber-attacks
can target any entry point of the cyber network that controls or has access to
manipulate physical components and successfully compromise grid operations and
physical levels of the power grid having different outcomes.

The power network is a nonlinear model, presented in Section 1, which is
difficult to analyze due to its complexity, thus, we provided in Section 2 a simpler
linear time-invariant representation to use in the case study in Section 3 of the
IEEE 9 bus presented as a multi-machine power system model including non-
linear generator dynamics. Upon this linearized time-invariant representation of the
network we modeled cyber-attacks, in Section 4, targeting two important
properties of the power system: controllability and stability. We consider cyber-
attacks to be one of the highest severity disturbances due to their sophistication and
unpredictable outcome upon the highly nonlinear complex power system.
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