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CLOUD COMPUTING AUDIT

Georgiana MATEESCU*, Valentin SGARCIU?

This paper presents a personal approach of conducting the audit process in
cloud architecture. Starting from the cloud computing benefits, we presented in
Introduction section the main characteristics that a cloud provider should offer to
his consumer in exchange for credibility and trust. In order to prove all these
capabilities, a proper audit process must be implemented. Section 2 describes our
original methodology of evaluating the safety level of a cloud service and the
compliance level against the standards used as reference. Our personal
contributions consisting in quantifying the safety level based on assumed risk level
were validated by the implementation depicted in section three. This paper
concludes with the benefits of our methodology.
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1. Introduction

Cloud Computing is a very fashionable concept and in the same time, a
controversial one. While a lot of people refer it as “a disruptive technology that
has the potential to enhance collaboration, agility, scaling, and availability, and
provides the opportunities for cost reduction through optimized and efficient
computing” [1], there are a lot of opinions that think cloud computing is a trap for
users to become cloud provider dependent [2].

The main attributes of cloud computing phenomenon are [3]:

e Shared resources — cloud computing is an architecture that allows multiple
users to utilize the same resources from network level, host level to
application level.

e Massive scalability — cloud computing has the ability to scale to thousands
of systems.

e Elasticity — in cloud computing framework it is very easy to adapt the
resources — hardware and software — to the user’s necessity.

e Pay as you go — users pay only the resources they use for only the time
they actually require them.
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e Self provisioning of resources — additional systems (processing capability,
software, storage) and network resources are added if needed.

Cloud Computing represents a new architectural model that lead to new
governance and management strategies based on the trust between consumers and
providers. The trust it is defined by the level of security confidence a provider can
offer to his clients, confidence that must ensure the following key factors [4]:

e Transparency in proving a high level of security measures implementation
that assures the proper use of confidential data during their entire lifecycle:
create, share, use, archive, destroy stages.

e Privacy — the cloud services must prevent, detect and react to security
breaches and malicious attacks in a timely and effective manner.

e Compliance - the cloud provider must prove compliance with the security
standards and regulations. One of the most important aspects regarding
this topic is to ensure that the cloud consumer is able to retrieve his data
from the cloud whenever is required.

e Localization of data — the physical location of the data storage can be the
subject of particular regulation is some geographic area, therefore the
consumer must ensure proper cloud provider selection if his activity is in
scope for such standards.

In order to prove that the cloud service is compliant with technology and security
requirements, a proper audit process must be conduct. In this paper, we present
our personal approach in defining an effective audit methodology, able to quantify
the cloud service safety and compliance based on the key drivers from the main
areas concerning the IT infrastructure: governance, management, operations.
Starting from the COBIT [5] framework we have created an original approach to
evaluate the safety of a cloud service in order to emphasize the main areas where
enhancements are required. The next section describes the cloud audit
methodology together with the evaluation algorithm. The third section presents
the practical implementation for methodology validation. This paper concludes
with the main advantages and benefits of the presented approach.

2. Cloud Audit Process

The Cloud Audit is a relatively young domain that is being enhanced by
the cloud practices and standardization communities in order to address all
particular issues of the kind of architectural model. The current practice, started
from the IT traditional security and control measures are based on these, the audit
process is being continuously customized on the cloud specific particularities.

In order to create this approach, we started from the existing principles, best
practices and recommendations regarding audit process, we mapped the
traditional architectures with the cloud models in order to define the main
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verticals for the cloud audit specific characters and for all these verticals we
classified them into domains. The categorization was performed according to the
security reference model defined in [7]. For all the verticals we defined controls
able to measure them.

After defining the audit context and aspects to evaluate, we built our evaluation
methodology based on COBIT [5] model that offers a framework used to assess
the governance and the management of IT. The framework was initially designed
on traditional architecture, but it can be adapted to cloud architectures also.

The capability model leveraged by our methodology is depicted in the picture
below:
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Fig 1: COBIT capability model [5]

In order to conduct the audit process, we structured the existing IT key
principles [6], practices, mechanisms, procedures and controls in 14 domains,
according to [7]. The audit process addresses one cloud application that is
evaluated from one or multiple security domains perspective [8] [9], by analyzing
the implementation level of each control defined in the audit questionnaire for that
domain.

The audit report consists in two main drivers:

e The safety level — this represents the level of security controls
implementations as compared to the assumed risk defined for the
application that is been evaluated.

e The compliance level — this represents the percentage of the security
coverage in the analyzed domains as they are defined by CSA in [7].
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In order to compute the Safety Level, the approach defines the application risk as
the uncertainty rate reported to the cloud vulnerabilities from the analyzed
security domain, materialized in the implementation level of each control:

AR; :CNSA+Z(5_Sk)'CA 1)
k=1

Where:
e AR, isthe application risk for the evaluated domain i

e Cys, s the correction risk constant computed based on the existing cloud
community experience. Its value is 0.01 and it is introduces for practical
reasons because there is no domain with zero risk.

e s, isthe score of the implementation level for control k from the domain i

e ¢, isthe correction constant applied to the risk defined for the control.
This constant depends on the industry the target belongs to, and on the sensitivity
level of the cloud service.

e nisthe number controls being evaluated in the audit process
For each cloud application, there is an assumed level of risk ranked from 1 to 3,
defined by the IT strategy and management responsible team. Based on the
assumed level of risk, the assumed risk is computed using the following
expression:

AR =RL-n-c, 2)
Where:

e AR is the assumed risk for the evaluated domain i

e RL is the risk level defined by the management responsible team
o c, Is the correction constant applied to the risk defined for the control.
This constant depends on the industry the target belongs to, and on the sensitivity
level of the cloud service.

e nisthe number controls being evaluated in the audit process
Based on these two measures, the safety level is computed as:

AR,
5nl-c,) - IAR'-
SL; = £-100 3)
5n

Where:
e SL, is the safety level for the evaluated domain i
e ¢, is the correction constant applied to the risk defined for the control.

This constant depends on the industry the target belongs to, and on the
sensitivity level of the cloud service.

e AR/ is the assumed risk for the evaluated domain i

e AR, isthe application risk for the evaluated domain i
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e nisthe number controls being evaluated in the audit process
If the audit process is conducted for multiple domains, the safety level is the
arithmetic mean of the safety levels of the individual domains:

i:lSLi
n

SL = (4)

Where:
e SL isthe safety level of the audit process
e SL, is the safety level for the evaluated domain i

¢ nisthe number of domains in scope for the audit process.
Based on the safety level and on the assumed risk level, the Compliance Level is

computed using the following expression:
1+(-1) (5L + SL; —SL,;, (5)
SL,..

min

cL, =

Where:
e CL, is the compliance level for the evaluated domain i
SL,; is the safety level for the evaluated domain i
n is the number of domains in scope for the audit process
c is the compliance factor that ensure that the compliance level is zero if

the minimum safety level is not reached. This factor is computed using the
following expression:

1,SL, <SL,,
= ®)

2,5L, >SL,,,

e SL., is the minimum safety level that must be obtained by a domain in
order to be compliant and it is computed based on the assumed level of
risk:

SL,., =1-RL-c, (6)
Where:

e SL,,, isthe minimum safety level

e RL isthe assumed risk level for the application
e c_ isthe compliance constant and its value is 0.25

The compliance level is the measure of the implemented level of security and
governance measures, as compared to the best practices recommended by the
standards used as references when we defined the audit framework.

Therefore the two levels computed by our approach offer a realistic view of the
contracted cloud service by analyzing the entire integration context. Our approach
analyzes both cloud provider and consumer controls in order to evaluate the level
of performance, governance, risk, management and operation of the IT domain.
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3. Implementation the audit process

In order to validate the proposed methodology we used the following

architecture:
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Fig 2: Implementation Architecture

The IT environment components are:

The Identity Management System in charge with the management of the
enterprise users and accounts in target systems. This system retrieves
identities attributes from Directory Server system and, based on defined
business rules, provisions the cloud service through APIs calls. The
communication between Identity Management and salesforce.com is
authenticated and the information flow is encrypted by the Security
Gateway. ldentity Management is the system that manages the users and
the roles within salesforce.com..

The Directory Server system is the authoritative source of identities
attributes in the company and provides all employees details to Identity
Management system.

Identity Federation and Single Sign On system is the system in charge
with the authentication process within the company. The repository for the
identity federation is Directory Server

Security Gateway is the system in charge with the encryption of data in
motion involved in the integration with salesforce.

Salesforce.com is the cloud service that is been audit and has the following
characteristics depicted by the Table 1 below.
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Table 1
The audited application characteristics
No Characteristic Value
1 Application Name Salesforce.com
2 Sensitive Application No
3 Nivel de Risc Asumat 2
4 Implementation Program Salesforce
5 Cloud Service Type SaaS
6 Cloud Model Cloud Public

During the audit process we addressed 11 domains out of 14 because these

were the most relevant ones:

e Governance and Enterprise Risk Management [14]

e Traditional Security, Business Continuity and Disaster Recovery [13]

e Compliance and Audit [18]

e Portability and Interoperability [17]

¢ Incident Response, Notification and Remediation [13]

e Application Security [11]

e Encryption and Key Management [18]

e Identity and Access Management[15]

e Virtualization [16]

e Data Center Operations [19]

e Information Management and Data Security [12]

The table below depicts the audit results:
Table 2
Audit Results
No of | App Assumed

Domain Controls | Risk Risk Safety Level
Governance and  Enterprise  Risk
Management 41 0.65 0.82 0.982266508
Traditional Security, Business
Continuity and Disaster Recovery 17 0.18 0.34 0.977543253
Compliance and Audit 40 0.41 0.8 0.984875
Portability and Interoperability 8 0.14 0.16 0.94625
Incident Response, Notification and
Remediation 17 035 |0.34 0.965778547
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No of | App Assumed
Domain Controls | Risk Risk Safety Level
Application Security 12 0.23 0.22 0.951983471
Encryption and Key Management 33 0.67 0.66 0.977695133
Identity and Access Management 62 0.7 1.22 0.986237571
Virtualization 10 0.11 0.2 0.968
Data Center Operations 17 0.13 0.34 0.98100346
Information Management and Data
Security 5 0.01 0.1 0.982
Total Number of Controls 262 Safety Level 0.97305754

The following picture depicts the ratio between the Application Risk
computed during the audit process and the Assumed risk for the analyzed
domains:
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Fig 3 Ration between Application Risk and Assumed Risk

The picture shows that the domains where the audited application risk exceeded
than the assumed risk are:
¢ Incident Response, Notification and Remediation

e Application Security
e Encryption and Key Management
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For these domains, the company will have to enhace the existing controls
in order to ensure that the risk is addressed properly and the business requirements
regading availability and auditability are met.

The picture below depicts the comparison between the safety level
computed during the audit process for all in scope domains:
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Fig 4: Safety Levels

The level of safety of the audited application is SL =97%. Considering
that the assumed level of risk is RL = 2 and that the application is not considered
sensitive, the minimum safety level that must be met in order for one domain to be
compliant is:

SL,, =1—-RL-c, =95% @)

Based on the minimum safety level, the conformity level is computed for
each in scope domain and the results are presented in the picture below:
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Fig 5: Conformity Levels for the analyzed domains
We can conclude that 10 out of 11 analyzed domains are compliant with
the best practices recommended by the standards used as references in the audit
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approach. The only domain that was not compliant is Portability and
Interoperability which safety level is 94.62%. This means that the efforts for
performing the enhancement required for compliance are not significant as the
difference until the minimum safety level in very small.

The mean compliance level for the 10 compliant domains is:

10
>.CL,

CL=-1L _.100=97.7% (8)
10

We can conclude that the audited service cloud is a safe service, with the

safety level of 97% that proves the high performance security and control
mechanisms in place in order to ensure transparency, privacy, availability and
required performance.
In the architecture we audit, the salesforce.com was compliant in 10 domains out
of 11, fact that leads to a 90.9% percentage of compliance. As already mentioned,
the difference between the safety level on the non-compliant domain and the
minimum safety level required for compliance is small, therefore the overall
evaluation of salesforce.com is classifying this service as a safe, controllable and
high performance cloud service.

By implementing this use case we proved the practical applicability of our
approach in evaluating the cloud service form the following perspectives:

e Security controls in place in the architecture on both costumer and
provider side
e Governance and risk management measures

e Operability processes and procedures

6. Conclusions

Nowadays the information security and profitability are maybe the most

important two aspects within an organization. They are interconnected and have a
direct impact one on each other and because of that the main challenge today is to
find the best balance between the cost spent on the security aspects and their
profitability. In order to ensure the maximized business value added by
implementing IT programs, the companies must build a strong audit process able
to quantify the safety of the IT solution implemented, the profitability rate and the
IT strategy maturity.
By combining technical aspects [10] dived into main security drivers with
governance and operations related factors, we managed to offer a full evaluation
analysis of cloud system that quantifies the overall safety of the cloud safety from
both technological and operational perspective. In this way, the audit process can
be a key decision support for the IT strategy roadmap.
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Our approach offers the following benefits and innovations:

Quantifies the safety score based on security measures and controls using
an original methodology based on mature and reliable framework.
Quantifies the level of compliance with the standards used as reference in
defining the audit framework. The approach relies of the safety score and
it is built by adapting the traditional methodology to cloud architectures.
Offers an efficient methodology for complex analysis that shows strengths
and weaknesses of the company

Offers decision support for future cloud adoption by evaluating the rate of
company maturity and adaptability to change by assessing the entire stack
of mechanisms, controls, process and procedures defined within the
company in order to obtain an efficient governance and management
process.

By using as a reference model an international standard, we ensure that the
principals, best practices and mature recommendations are part of the audit
process. Also, by leveraging an existing framework for initial assessment
of the implementation level, we obtain all the benefits of a framework that
proved its value during the experience.

We can conclude that our approach helps the company gain visibility on

their own IT environment by evaluating the governance, management and
operations maturity levels using a holistic approach.
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